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| Content

e Fault-tolerance

e Formal definition of digital system

e Algorithms for transformation of digital system to its
fault-tolerant version

e TMR (Triple Modular Redundancy)

e DwWC (Duplex with Comparison)
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| Fault-tolerance IrFAT

e Raising the level of integration on chip
e |ncreasing pressure on reliability

4

e Implementing fault-tolerance into digital circuits

e Definition 1.1: Fault tolerant system is a system, that has
the capability to perform its function even in the presence
of faults or errors.
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| Fault-tolerance IrFAT

e Definition 1.2: Fault is a phenomenon of losing a capability
to perform a function.

e Definition 1.3: Error is a concept of dissimilarity of
measured value and proper value.
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| Fault-tolerance principles

e TMR (Triple Modular Redundancy)
e The main circuit is triplicated
e New component added — voter

e voter performs majority function

e DwC (Duplication with Comparison)
e The main circuit is duplicated
e New component added — comparator

e Basically exclusive or (XOR) per output

(and many others...)
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| Digital system |

e Digital system is generally composed of pins, signals and
components performing a particular function.

e Definition 2.1: Pin is a place of a circuit allowing
communication of a particular component with its
neighborhood. Pin is represented by a symbol from
alphabet of pins.

e Definition 2.2: Signal is a wire connecting pins of
components. Signal is a pair (p,, p,), p» P, € P, Pis an
alphabet of pins.
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| Digital system |

e Definition 2.3: Let
e /be a finite set of input pins,
e (Obe afinite set of output pins,

e Tafully defined logic table of logic gate with |/] inputs, | O]
outputs and 2*sstate variables, s€ N,

then an ordered triple G= (/, O, T) is a basic logic gate.

e Example of basic logic gate G,\p

a__ I={a, b}
& )¢ 0= {c}

= = O O
_ O = O
= O O O
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| Digital system |

e Definition 2.4: Let
e /be a finite set of input pins,
e (Obe afinite set of output pins,
e /and O are mutually exclusive, I U O form alphabet of pins,
e Sbe afinite set of connecting signals,

e [Jbe a finite set of components performing a particular
function, a component can be

e a digital system,
e a basic logic gate,

then an ordered quadruple D= (/, 0, S, U) is a digital
system.

e Recursion allows us to choose a level of abstraction.
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| Digital system |

e Example of a simple digital system D= (/, O, S, U)
performing the functiono=(aA b) V¢

D I=4{a, b, c}
ANDA O = {0}
2 Ganp > S ={(a, ANDA), (b, ANDB),
b|'— :: > , (¢, ORB),
) Gor J*1 © (ORO, 0)}
C ORB U= {GANDI GOR}

GAND {IAND OANIJ 7:4ND}
I,np = {ANDA, ANDB}

O,vo = {ANDO}

7j4/vp ANDA ANDB

1 1

Gor defined in a similar way
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| Rename algorithm IrFAT

e For better clarity we shall denote the application of
algorithm 2.1 on a basic logic gate G'and string xas

rename_gate( G, x).

e Algorithm 2.1:
e Input: logic gate ¢G= (/, O, 7), arbitrarily chosen string x
e QOutput: logic gate G, = ([, O,, T,), with all symbols relabeled
according to string x

e The steps of the algorithm:
1) L={i|ie ]
2) O,={o,|0€ 0}
3) Developing T, containing logic table 7'with all variable

names renamed from V'to V, for each variable name.
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| Rename algorithm IrFAT

e For better clarity we shall denote the application of
algorithm 2.2 on digital system Dand string x as
rename( D, x).

e Algorithm 2.2:
e Input: digital system D= ([, 0, &, U), arbitrarily chosen
string x
e Qutput: digital system D_= ([, O,, S,, U,), with all symbols
relabeled according to string x
e The steps of the algorithm:
1) L={i|ie]
2) 0,={o,| 0€ O}
3) 5={w.a) | (P g)€S)
4) U,={V,.| Ve U if Vis a digital system, then
V.= rename(V, x), else /.= rename_gate(V, x)}
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| Rename algorithm IrFAT

e Both rename algorithms can be used for

e making an instance of digital system or basic logic gate from
a template object,

e copying an instance of an object.
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| TMR (Triple Modular Redundancy)

e The basic principles of TMR:

| B I D
1 DE [ 7 Da
VOTER
a) Input signals of 1P D
components t+ B
b) Component copies
c) Output signals of
components to voter .
d) Voter *111 D¢
e) Output signals of -
voter

A
v
A
v
A
v
A
v
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| TMR: Voter synthesis algorithm |

o |et
e [,={ab,c}
e Oy={0}

e S,={(a, AND1B), (a, AND2A), (b, AND2B), (b, AND3A), (c, AND3B), (c,
AND1A), (AND10, ORA), (AND20, ORB), (AND30, ORC), (ORO, 0)}

o U,={DANDI1, DANDZ, DAND3, DOR}

then an ordered quadruple V,,= (I, O,, S}, U,) represents
a circuit performmg a

Boolean majority function
C \"/

a A"D} v (median operator).

g ANDD_—; OR 0

b

C ANDD—
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| TMR: Voter synthesis algorithm |

e Algorithm 2.3:

e |nput: number n € N of output signals of the original
component,

e Qutput: component of voter Dy,,-= (yop Ovop Svop Uvor),
e The steps of the algorithm:

1) i=1; Iyop Opop Syop Uyor=0

2) Lyor=1lyorU {vy, Vs Ve b

3) Oyor= OpprU {w}

4) U,pr= UyprU rename(V;, 1)

5) Syor= SyorU {(Vas a), (vg, by, (v¢, €, (0, W)}

6) If (/# n)theni=i/+1;goto?2

e For better clarity we shall denote the application of
algorithm 2.3 on number n of output signals as voter(n).
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| TMR (Triple Modular Redundancy) IrFAT

e Algorithm 2.4:
e Input: not fault-tolerant digital system D= ([, O, S, U)
e Qutput: fault-tolerant digital system D'= (/, O, S, U),
protected by TMR
e The steps of the algorithm:
1) D,=rename(D, A); Dy=rename(D, B); D,= rename(D, ()
2) Vp=voter(|0)
3) U'={D, Dy D, Vp}
4) Sw=Uie {1 1), (4 i), (4 i)}
5) Lets arbitrarily choose bijection f: 0- {1, ..., | 0|}
6) Syor=Upeol(0n VAf(o)): (0, VBf(o)): (o¢, VCf(o))}
7)  Sovr= Uo e ol(Wep) 0)}
8) S'=5nU SyorU Sour
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| DWC (Duplication with comparison)

e The basic principles of DwC:

] B | P . D
: D — DwC ? P A *
L COMP
a) Input signals of 1 B
components 1
b) Component copies

c) Output signals of
components to
comparator

d) Comparator a) b) C) d) e)

e) Output signals of one
component and error
vector of comparator

A
v
A
v
A
v
A
v
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| DwC: Comparator synthesis algorithm |

e Algorithm 2.5:
e Input: number n of outputs, ne N
e Qutput: component of comparator
Deyip= Ueyp Ocup Scmp Ucup)-

e The steps of the algorithm:
D) =1 Iewp Ocup Scmp Ucup= 9
2) Aeyp=Ieyp U {Va, Vi3
3) Ocup= OcypU {e}
4)  Uqpp= Uqyp U rename_gate( Gy p 1)
5) Scup= ScmpU {(va, XORA)), (vp, XORB)), (XORO, w))}
6) If(i#n)theni=i+1;goto?2

e Again, we shall denote the application of algorithm 2.5 on number n of output
signals as comparator(n).
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| DWC (Duplication with comparison)

e Algorithm 2.6:
e Input: not fault-tolerant digital system D= ([, O, S, U)

e Qutput: fault-tolerant digital system D'= (/, O, S, U),
protected by DwC

e The steps of the algorithm:

iy
2)
3)
4)
5)
6)
7)
8)

U'= {rename(D, A), rename(D, B), comparator(|0|)}
Eoyr= U e ole,}

0'= EpyyU 0

Sw=VU;e (i, in), (i, ip)}

Lets arbitrarily choose bijection f: 0—- {1, ..., | 0|}
Sco=Up e ot(0p VAf(o))' (0p, VBf(o))' (04 0)}

Se=Uo e 0{(Wf(o)' €,)}
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| Conclusion IrFAT

e Formal model of a digital system

e Two transformation algorithms working with proposed
formal model

e TMR (Triple Modular Redundancy)

e DwC (Duplication with Comparison)
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