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Cile skupiny

Vytvorit reseni pro obnovu hesel, které bude:

* Podporovat GPU akceleraci (NVIDIA + AMD)

- Bude fungovat distribuované

- Nabidne dostatecny vykon

- Efektivné vyuzivat vypocetni prostredky

- Skalovatelnost se bude blizit linearni

+ Dokdaze se prizpusobit zménam v siti i za béhu
* Bude dostatecné bezpecné vuci dtokiim

- Bude jednoduse ovladatelné pomoci GUI
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Reseni z projektu Sec6Net

Nastroj Wrathion

* Windows / Linux

* Podpora formatu MS Office, PDF, ZIP, 7z, RAR
* GPU akcelerace (OpenCL)

* Podpora Unicode

Nevyhody:

* Nelze pouzivat distribuované

* Neintuitivni ovladani

* Nedosahuje rychlosti nastroje Hashcat
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Systém Fitcrack

* Vyuziva platformy BOINC

* Schopen fungovat samostatneé i distribuované

* Princip klient-server

* Lze provozovat v siti LAN nebo v Internetu

* Lze provozovat vice vypoctl soucasné

* Je mozno pripojovat / odpojovat
uzly za béhu vypoctu

* Odolnost vuci vypakim v siti,
zmene vykonu, apod.
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Fitcrack na jednom stroji

* Podobné jako Wrathion |ze pouzit na jedné stanici
jako samostatny nastroj

* Ovladani pres prikazovy radek
nebo uzivatelsky privetivéjsi GUI
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Fitcrack na jednom stroji

File Options Help

a Documents &2 Disks Android
Choose path to file or extracted XML:
fhome/larrax/Documents/fitcrack/fitcrack/bin/testxml/pdf r5_7.xml Choose path... >
- - Start cracking
00se Type of recovery Bruteforce | Markov = Dictionary
Status
* CPU Choose charset Set length
Number of threads
—_— v | Lower ASCII (a-z) Min |1 |3 - |8 |3| Max CRACKED
1 : - ; ook
Capital ASCIl (A-Z) Set index
' OpenCL GPU Numbers (0-9) =
(Recommended) . Start | 0 _ Estimated time left: 00:00
Specials (?!:;, etc.) -
Stop O Time elapsed: 01:48
Custom Cracking speed: 14176424
Set mask Passwords checked: 337597665

CUDA GPU
State space: 14681377947

Log
17:21:59 Fitcrack started.
17:22:10 | Starting cracking of file "pdf_r5_7.xml" ...
17:22:10 | Connection with Fitcracked established.
17:22:11 Cracking started.

17:23:539 | PASSWORD FOUND: abcdefg
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Fitcrack - distribuované reseni

Server
, Generator BOINC server
O FILATE ) i built-in utilities
Al |
Ul _ < — _
— T Validator > Transitioner »| File deleter
Operator —_— i
\MySQbr—— Assimilator (J
IJ:_I-L Scheduler |<€&— Feeder
Task —x
N
TCP / IP
Client Y
SO & Fitcrack
—> client ;
O rea -
ALA > Generator
- BOINC i ool < }
manager ontrotier r
LOC8| adm|n Runner ( )' a Cracker r
or volunteer 2
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Fitcrack - strana serveru

Create new package

Name: 'Tesl:_xx ' Comment: 'just for testing

Input method:
@ File Input file:  Browse... | uloha2-3.pdf
© XML CrackerData

Password generator: Brute-force generator settings
@ Brute-force
© Dictionary
© Markov

© Singlepass

Password length from 1 to 10

© Selected ASCII groups:
abcdefghijklonopgrstuvwxyz

¥  ABCDEFGHIJKLMNOPQRSTUVWXYZ
0123456789
LR%&! () *+, - ./ ;<=>2? @[\]A_"{|}~

(space)

Cracker choice:
@ Auto (file-based)
© Manual override

GPU acceleration: ' Custom ASCII:
¥ Enable OpenCL
¥ Enable CUDA _ Full Unicode: Browse... No file selected.

(Actual use depends on client's support) (You need to upload file with Fitcrack’s unicode charset definiton)

TARZAN - Zabezpecena data nes g% fit




Fitcrack - strana serveru

host ID IP address name RAC total credit CPU os

3 127.0.1.1 martin-HP 10.56 112.0 Genuinelntel Intel(R) Core(TM) i5-2410M CPU @ 2.30GHz [Family 6 Model 42 Stepping 7] Linux 3.19.0-56-generic

-+ 127.0.1.1 p311 23.46 266.4 Genuinelntel Intel(R) Core(TM) i7 CPU 920 @ 2.67GHz [Family 6 Model 26 Stepping 5] Linux 4.2.0-42-generic

5 127.0.1.1 radek-ntb 0.08 34.2 Genuinelntel Intel(R) Core(TM) i7-4700MQ CPU @ 2.40GHz [Family 6 Model 60 Stepping 3] Linux 3.13.0-86-generic

6 127.0.1.1 pchranicky 054 54 Genuinelntel Intel(R) Core(TM) i3-4330 CPU @ 3.50GHz [Family 6 Model 60 Stepping 3] Linux 3.13.0-57-generic

10 10.10.10.102 ho2 86.95 969.9 Genuinelntel Intel(R) Core(TM)2 Duo CPU E8400 @ 3.00GHz [Family 6 Model 23 Stepping 10] Linux 2.6.32-504.8.1.el6.x86_64
11 10.10.10.103 ho3 79.84 999.7 Genuinelntel Intel(R) Core(TM)2 Duo CPU E8400 @ 3.00GHz [Family 6 Model 23 Stepping 10] Linux 2.6.32-504.8.1.el6.x86_64
12 127.0.0.1 localhost.localdomain 175.36 3275.5 Genuinelntel Intel(R) Core(TM) i5-4460 CPU @ 3.20GHz [Family 6 Model 60 Stepping 3] Linux 2.6.32-573.3.1.el6.x86_64
13 10.10.10.104 ho4 88.16 996.5 Genuinelntel Intel(R) Core(TM)2 Duo CPU E8400 @ 3.00GHz [Family 6 Model 23 Stepping 10] Linux 2.6.32-504.8.1.el6.x86_64
14 10.10.10.105 ho5 86.92 968.0 Genuinelntel Intel(R) Core(TM)2 Duo CPU E8400 @ 3.00GHz [Family 6 Model 23 Stepping 10] Linux 2.6.32-504.8.1.el6.x86_64
15 10.10.10.106 hoée 85.19 946.7 Genuinelntel Intel(R) Core(TM)2 Duo CPU E8400 @ 3.00GHz [Family 6 Model 23 Stepping 10] Linux 2.6.32-504.8.1.e16.x86_64
16 10.10.10.101 ho1 87.89 1003.3 Genuinelntel Intel(R) Core(TM)2 Duo CPU E8400 @ 3.00GHz [Family 6 Model 23 Stepping 10] Linux 2.6.32-504.8.1.el6.x86_64
17 10.10.10.101 ho1 6.51 66.9 Genuinelntel Intel(R) Core(TM) i5-4460 CPU @ 3.20GHz [Family 6 Model 60 Stepping 3] Linux 2.6.32-573.3.1.el6.x86_64
18 10.10.10.102  h02 187.98 3223.7 Genuinelntel Intel(R) Core(TM) i5-4460 CPU @ 3.20GHz [Family 6 Model 60 Stepping 3] Linux 2.6.32-573.3.1.el6.x86_64

Query: select * from result limit 20

56128 records match the query. Displaying 1 to 20.

[Next 20

Summary | More detail | Return to main admin page

result ID WwWu ID server
state
1 16 Pozdé [5]
2 13 Pozdé [5]
3 2 Pozdé [5]
4 11 Pozdé [5]
5 17 Pozdé [5]
6 5 Pozdé [5]
7 10 Pozdé [5]
8 29 Pozdé [5]
=] 4 Pozdé [5]
10 46 Pozdé [5]
11 31 Pozdé [5]
12 39 Pozdé [5]
13 34 Pozdé [5]
14 42 Pozdé [5]
15 40 Pozdé [5]
16 33 Pozdé [5]
17 45 Pozdé [5]

TARZAN - Zabezpecena data

Chyba pfi validaci [6]

outcome client
state

Hotoveo [5]

Hotovo [5]

Hotovo [5]

Hotovo [5]

Hotovo [5]

Hotovo [5]

Hotoveo [5]

Hotoveo [5]

Hotovo [5]

Hotovo [5]

Hotoveo [5]

Hotovo [5]

Hotovo [5]

Hotoveo [5]

Hotoveo [5]

Hotovo [5]

Hotovo [5]

validate delete exit
state state status
_Deleted 0 (0x0)
_Deleted 0 (0x0)
_Deleted 0 (0x0)
_Deleted 0 (0x0)
_Deleted 0 (0x0)
_Deleted 0 (0x0)
_Deleted 0 (0x0)
_ Ready to delete 0 (0x0)
Neplatné [2] Deleted 0 (0x0)
_Deleted 0 (0x0)
_Deleted 0 (0x0)
_Deleted 0 (0x0)
_Deleted 0 (0x0)
_Deleted 0 (0x0)
_Deleted 0 (0x0)
_Deleted 0 (0x0)
_Deleted 0 (0x0)

host
{user)

31
(1307)

28
(1307)

17
(disabled)

26
(1307)

32
(1307)

20
(1307)

25
(1307)

31
(1307)

19
(1307)

32
(1307)

17
(disabled)

25
(1307)

20
(1307)

28
(1307)

26
(1307)

19
(1307)

31
(1307)

app
ver

ICDF2C v0.26
x86_64-pc-linux-gnu (25)
ICDF2C v0.26
x86_64-pc-linux-gnu (25)
ICDF2C v0.26
x86_64-pc-linux-gnu (25)
ICDF2C v0.26
x86_64-pc-linux-gnu (25)
ICDF2C v0.26
x86_64-pc-linux-gnu (25)
ICDF2C v0.26
x86_64-pc-linux-gnu (25)
ICDF2C v0.26
x86_64-pc-linux-gnu (25)
ICDF2C v0.26
x86_64-pc-linux-gnu (25)
ICDF2C v0.26
x86_64-pc-linux-gnu (25)
ICDF2C v0.26
x86_64-pc-linux-gnu (25)
ICDF2C v0.26
x86_64-pc-linux-gnu (25)
ICDF2C v0.26
x86_64-pc-linux-gnu (25)
ICDF2C v0.26
x86_64-pc-linux-gnu (25)
ICDF2C v0.26
x86_64-pc-linux-gnu (25)
ICDF2C v0.26
x86_64-pc-linux-gnu (25)
ICDF2C v0.26
x86_64-pc-linux-gnu (25)
ICDF2C v0.26
x86_64-pc-linux-gnu (25)

7 Apr 2016,

7 Apr 2016,

7 Apr 2016,

7 Apr 2016,

7 Apr 2016,

7 Apr 2016,

7 Apr 2016,

7 Apr 2016,

7 Apr 2016,

7 Apr 2016,

7 Apr 2016,

7 Apr 2016,

7 Apr 2016,

7 Apr 2016,

7 Apr 2016,

7 Apr 2016,

7 Apr 2016,

received

or deadline

or created

2:43:44 UTC

2:43:53 UTC

2:44:00 UTC

2:44:04 UTC

2:44:10 UTC

2:44:12 UTC

2:44:14 UTC

2:44:28 UTC

2:44:49 UTC

2:45:17 UTC

2:45:19 UTC

2:45:21 UTC

2:45:21 UTC

2:45:23 UTC

2:45:23 UTC

2:45:24 UTC

2:45:24 UTC

CPU
hours

granted
credit

0.063

0.045

0.052

0.052

0.051

0.049

0.052

0.029

0.051

0.056

0.052

0.051

0.046

0.052

0.047

0.064

Linux 2.6.32-573.3.1.el6.x86_64
Linux 2.6.32-573.3.1.el6.x86_64
Linux 2.6.32-573.3.1.el6.x86_64
Linux 2.6.32-573.3.1.el6.x86_64
Linux 2.6.32-573.3.1.el6.x86_64
Linux 2.6.32-573.3.1.el6.x86_64
Linux 2.6.32-573.3.1.el6.x86_64
Linux 2.6.32-573.3.1.el6.x86_64
Linux 2.6.32-573.3.1.el6.x86_64
Linux 2.6.32-573.3.1.el6.x86_64
Linux 2.6.32-573.3.1.el6.x86_64
Linux 2.6.32-573.3.1.el6.x86_64
Linux 2.6.32-573.3.1.el6.x86_64
Linux 2.6.32-573.3.1.el6.x86_64
Linux 2.6.32-573.3.1.el6.x86_64




Fitcrack - strana klienta

* Na cilovou stanici staci nainstalovat BOINC client
* Automaticky: stazeni/aktualizace binarek, uloh, ...

Y4 BOINC Manager || |-\ ) )

File View Tools Actvity Advanced Help

1 Motices €% Projects Tasks At Transfers il Statistics (™ Disk

Project Progress -~ Status Elapsed Remaining Deadline Application Mg
i malariacontrol.net 96.753% Running, high priority 00:27:08  00:00:54 18/11/201107:31:59 openMalaria: A simul...  w
Shaow active tasks | SETI@home 95,588% Running, high priority 174444 00:49:10 02112011 15:42:46  Astropulse w505 5.05 ap
Poem@Home 67.700%:  Running, high priority 01:10:53 00:32:43  18/11/2011 20:52:26  POEM++ 0.08 po
Show graphics Dodcking 57.925% Waiting to run 01: 2700 01:02:40 25/11/2011 19:22:00  Charmm 34a2 6.23 1h
Poem@Home 30.200%  Running, high priority 00:31:32  00:48:06 18/11/2011 20:52:26 POEM++0.08 po
Suspend rosetta@home 26.697% Waiting to run 01:08:23  0Z:44:25 21/11/2011 21:04:49 Rosetta Mini 3.17 ple
Einstein@Home 23.668% Waiting to run 01:03:12 03:08:06 25112011 20:43:55 Gravitational Wave ... hil
Abort Docking 20.800%: Waiting to run 00:23:48 01:44:49  25/11/2011 19:23:05 Charmm 34a2 6.23 1h
Poem@Home 20.200%  Running, high priority 00:17:37 00:34:14 18/11f2011 20:52:26 POEM++0.08 po
Properties Poem@Home 12.700% Running, high priority 00:12:37  00:29:02 18f11/2011 20:52:26 POEM++0.08 po
LHC @home 1.0 12,000% Waiting to run 00:50:39 174743 21112011 10:18:11  SixTrack 530,10 Wi
Enigma @Home 3.079% | Waiting to run 00;02:59 00:458:07 24112011 21:36:15  Enigma 0.76b 5.26 fm
Einsteini@Home 6.000% Waiting to run 00:25:51 05:32:15 25112011 20:42:31 Gamma-ay pulsar s... LA
Poemi@Home 2,500% Waiting to run 00:02:45 00:07:53 18/11/2011 20:54:08 POEM++ 0.08 po
dimateprediction.net 2.403% Waiting to run 06:33:59 340:42:55 08/01/2012 00:39:27 UK Met Office Coupl... ha
Poem@Home 0.100%: = Running, high priority 00:00: 13 00:02:03 18112011 20:53:56 POEM++ 0.03 po
Poem@Home 0.005% Waiting to run o0:00:07 00:01:51 18112011 20:53:57 POEM++ 0.03 po
Poem@Home 0,005% Running, high priority 00:00:06 00:01:49 18/11/2011 20:53:57 POEM++ 0.08 po

1 | ] | F
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Podpora formatu

Version Encryption Verification CPU OpenCL CUDA

1.1 - 1.4 (Acrobat 3) RC4 40-bit MD3, RC4 YES YES YES
1.4 (Acrobat 5) RC4 128-bit MD3, RC4 YES YES YES
EDE 1.6 (Acrobat 6) AES 128-bit MD3S, RC4 YES YES YES
1.7 Extension Level 3 (Acrobat 9) AES 256-bit SHA-256 YES YES YES

1.7 Extension Level & - 2.0 AES 256-bit s;ﬁ;ﬁsg?ﬂéc in development
ZIP 2.0 Legacy (PKZIP) PKZIP stream cipher | PKZIP stream cipher, CRC-32 | YES YES YES

: : : AES 128/192/256-bit
ZIP Strong encryption (WinZlP) AES 128/192/256-bit PBKDE2, SHA1 ) YES YES YES
ZIP 5.2+ (SecureZlP) with AES AES 128/192/256-bit | AES 128/192/256-bit, CRC-32 | YES YES YES
TzAES 256-bit, SHA-256,
7z 7-Zip TZAES 256-bit LZMA for decompression YES YES NO
Version 3 AES-128-CBC SHA1, CRC YES YES NO
RAR Version 3 - uncompressed AES-128-CBC SHA1, CRC YES YES NO
Version 3 - encrypted header AES-128-CBC SHA YES YES NO
Version 5 AES-256-CBC BKPDF2-HMAC-SHA-256 YES YES NO
97-2000 RC4 40-bit MD3, RC4 YES YES YES
[:S_{E:' XP RC4 128-bit SHA1, RC4 YES YES YES
2003 RC4 128-bit SHA1, RC4 YES YES YES
XP RC4 128-bit SHA1, CRC YES YES YES
et 2003 RC4 128-bit SHA1, CRC YES YES YES
2007 AES 128/192/256-bit SHA1, AES YES YES YES
DOCX. 1010 AES 128/192/256-bit | SHA1, SHA256, SHAS12, AES | YES YES YES
;{I-E‘f;{ 2013 AES 128/192/256-bit | SHA1, SHA256, SHAS12, AES | YES YES YES
2016 AES 128/192/256-bit | SHA1, SHA236, SHAS12, AES | YES YES YES
+ OpenDocument (OpenOffice, LibreOffice), TrueCrypt, CipherShed
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Reseni problému rychlosti

* “Pracovni” podsystém na strané klienta bude
nahrazen nastrojem Hashcat

- Vysledek:

“Distrubuovany Hashcat” pri zachovani vsech
predchozich vyhod

* Do zari 2017 ocekavame funkcni prototyp
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Ndorocnost Ulohy x pocet uzlu

CRACKING EFFICIENCY
-5-2 -4 -w-8 — 16 —=37 —e-55 ——GPU1 —GPU2 —GPU4
100,00%

90,00%

80,00%

70,009 . |
007 Single-machine

60,00%
50,00%
40,00%

30,00%
20.00% Distributed

-
=
==
-
-
-
- -
-

-
-
-
-
-
-
-
-

-

10,00% e

0,00%

< PASSWORD LENGTH >
More simple tasks More complex tasks

TARZAN - Zabezpecena data nes s fit




Rychlost se odviji od formatu...

Format souboru

Rychlost obnovy (f) [h/s]

MS Office < 2003

2 743 900 000

MS Office 2003

2 667 600 000

MS Office 2007 1 073 500
MS Office 2010 535 400
MS Office 2013, 2016 70 884
PDF 1.1 -1.3 3014 200 000
PDF 1.4 -1.6 129 300 000
PDF 1.7 (Acrobat 9) 22 938 300 000
PDF 1.7 (Acrobat 10 - 11) 256 200
RAR v3 239 200
RAR v5 290 300
WInZIP - AES 8 463 300
7-ZIP 60 /50

Hashcat 3.30 — 8x GTX 1080 Ti FE
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Distribuovany slovnikovy utok

8000 80%
7000 28%
6000
— 6%
w
% 5000
D 4% S
2 -
@ 4000 5
S 2
e 72% L0
© 3000
&
70%
2000
1000 68%
0 - 66%
Office 2007 RAR v3 Office 2010 RAR v5 7-Zip
File format
mm Cracking speed [p/s] =—Efficiency 1 Gbps lines
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Publikace, odkazy

HRANICKY Radek, ZOBAL Luk&$, VECERA Vojtéch a MATOUSEK Petr.
Distributed Password Cracking in a Hybrid Environment. In:
Security and Protection of Information 2017, Proceedings of the
Conference. Brno: Universita Obrany v Brne, 2017, s. 75-90. ISBN 978-
80-7231-414-0.

« HRANICKY Radek, HOLKOVIC Martin, MATOUSEK Petr a RYSAVY Ondfrej.
On Efficiency of Distributed Password Recovery. The Journal of
Digital Forensics, Security and Law. 2016, roc. 11, C. 2, s. 79-96. ISSN
1558-7215.

« HRANICKY Radek, MATOUSEK Petr, RYSAVY Ondfej a VESELY Vladimir.
Experimental Evaluation of Password Recovery in Encrypted
Documents. In: Proceedings of ICISSP 2016. Roma: SciTePress -
Science and Technology Publications, 2016, s. 299-306. ISBN 978-989-
758-167-0.

 Web: http://fitcrack.fit.vutbr.cz/
http://wrathion.fit.vutbr.cz/
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Souvisejici BP/DP

* Obnova hesel dokumenttl Microsoft Office s vyuzitim GPU
* Obnova hesel archivid ZIP s vyuzitim GPU

* Obnova hesel archivi RAR, BZIP a GZIP s vyuzitim GPU

* Obnova hesel v distribuovaném prostredi
* Vyuziti heuristik pri obnové hesel pomoci GPU

» Utok na Sifrované diskové oddily s vyuZitim GPU

» Utok na Sifrovani systému Android s vyuzitim GPU
» Utok na Sifrovani dokumentd OpenDocument s vyuzitim GPU

* Generovani hesel na zakladé pravidel
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* Od projektu Sec6Net - vyrazny posun sméerem
k pouzitelnému distribuovanému reseni

* Vytvoren prototyp systému Fitcrack
* Platforma BOINC pro distribuovany vypocet

e Podpora novych formatu, GUI pro snadnou obsluhu

» Aktualné je stale jesté problémem rychlost

* Pridanim podpory pro nastroj Hashcat ocekavame,
ze tento problém vyresime!
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Dotazy?
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