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Jak funguje Tor?

Vstupni
smerovac, Tor Vystupni
prip. most smérovac

. B Prostredni o

, v v -~

4 ~ smerovac \

/ \ S,
- \

/

Onion prox
q

Pocitac ‘ ‘ : \ ,
Anonymizovaného | Internvetova
uzivatel sluzba

Spojeni realizovana \'
na urovni TCP/IP

' P r
- Anonymllzoyane k
spojeni




istovani uzlt Tor

xONERATOFr

Enter an IP address and date to find out whether that address was used as a Tor relay:

IP address 147.229.13.223 Date 2013-04-03

Summary
Result s positive

We found one or more Tor relays on IP address 147.229.13.223 on or within a day of 2013-04-03 that Tor clients were likely to know.

Technical details

Looking up IP address 147.229.13.223 on or within one day of 2013-04-03. Tor clients could have selected this or these Tor relays to build circuits.

Timestamp (UTC) IP address(es) Identity fingerprint Nickname Exit relay
2013-04-02 21:00:00 147.229.13.223 33976F5A3FEODFBOBB3D&436407C3DBC0D50353F default Yes
2013-04-02 22:00:00 147.229.13.223 33976F5A3FE0ODFB0BB9D&436407C306C0050353F default Yes
2013-04-02 22:00:00 147.229.13.223 33976F5A3FEODFBOBBIDB436407C3D6C0D50353F default Yes

* Volné dostupné data o uzlech Tor

* Vyreseno v komercnich nastrojich, i tak by se
mohlo hodit jako soucast integrované platformy

- Napr. omezeni registraci na e-mailovych
sluzbach

- Detekce hotova ve Flowmon ADS



Vyhledavani uzivatelt Toru

« Histogram velikosti délek paketU

» Uzivatelé Toru maji specifickou charakteristiku
- Payload TCP o velikosti 586B, 1172B
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Vyhledavani uzivatelt Toru

« Histogram velikosti délek paketU

» Uzivatelé Toru maji specifickou charakteristiku

- Payload TCP o velikosti 586B, 1172B
« Zdroj dat: napr. obohacené NetFlow, volné dostupny
seznam uzl{
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Korelacni utoky

* Inter-Packet Delay Based Correlation for Tracing Encrypted Connections through Stepping Stones by Xinyuan Wang,
Douglas S. Reeves, and S. Felix Wu. In the Proceedings of ESORICS 2002, October 2002, pages 244-263.

« On Flow Correlation Attacks and Countermeasures in Mix Networks by Ye Zhu, Xinwen Fu, Bryan Graham, Riccardo
Bettati, and Wei Zhao. In the Proceedings of Privacy Enhancing Technologies workshop (PET 2004), May 2004,
pages 207-225.

 Users Get Routed: Traffic Correlation on Tor by Realistic Adversaries by Aaron Johnson, Chris Wacek, Rob Jansen,
Micah Sherr, and Paul Syverson. In the Proceedings of the 20th ACM conference on Computer and Communications
Security (CCS 2013), November 2013.

* On the Effectiveness of Traffic Analysis Against Anonymity Networks Using Flow Records by S. Chakravarty, M. V.
Barbera, G. Portokalidis, M. Polychronakis, and A. D. Keromytis. In the Proceedings of the 15th Passive and Active
Measurements Conference (PAM '14), March 2014.
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Navrhovana aplikace korelace

* End-to-end, ne hop-by-hop jako uvazovala vétsina
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Navrhovana aplikace korelace

* End-to-end, ne hop-by-hop jako uvazovala vétsina
Clankd

» Zdroj dat: vstupni
netflow s velmi smérovag, 1O vystupni

L. prip. most smérovac
kratkymi timeouty
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Diskuze

* ExoneraTor - zkusenosti z pouzivani?

« Uzitecnost rozpoznani uzivateltd Toru na zakladé
délek prenasenych paket(?

7/ V4

» Korelacni utoky - ma predstaveny scénar smysl?



Questions?
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