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Uniky uzivatelskych hesel

Na prodej je 32 milionu hesel z Twitteru. Firma
nektere ucty blokuje

Kolem 32 miliont prihlasovacich Gdaji k G¢tiim na socialni siti Twitter nabizi k prodeji
neznamy Gtocnik. Spolecnost jiZ reaguje tim, Ze omezuje pristup k nékterym actim.
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Lupa.cz » MELi jste G€et na MySpace? 427 miliond hesel je na prodej za 2 800 dolar( :
15. prosince 2016 10:05

Méli jste uCet na MySpace? 427 milionu hesel je na
prodej za 2 800 dolard

el

Spolecnost Yahoo oznamila, Ze v roce 2013 byla z jejich stranek odcizena data asi

miliardy uZivateld.

sRBEE

® 30.5.2016

Rok 2016 zacina vypadat naramng, co se tniki (a
vymyslenych tnikd) hesel tyce. Pokud je tento pfipad

skutecny, tak je to také rekordni unik.

Doba ¢teni: 3 minuty

Autor: Shutterstock, podle licence: Rights Managed

llustraéni snimek | foto: Jifi Benak, iDNES.cz
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Repozitare hesel online

https://wiki.skullsecurity.org/index. php ?title=Passwords Inc. [US] | https://github.com/danielmiessler/SecLists/tree/master/Passwords

B Common-Credentials find . -name *_* -exec rename 's/_/-/g" "{}"\;

Leaked passwords

B Cracked-Hashes Quick rename of files

Passwords that were leaked or stolen from sites. I'm hosting them because it seems like nobody el

i Default-Credentials Mew Default Password List

these; | simply found them online, removed any names/email addresses/etc (| don't see any reason

I'll see if | have them.

The best use of these is to generate or test password lists.

Note: The dates are approximate.

Faithwriters G

Alypaa ;e
alypaa &
Facebook (Pastebay) B
Facebook (Pastebay) B

rockyou.txt.bz2 &
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myspace-withcount.ixt.bz2 B¢
hotmail.txt.bz2 B
hotmail-withcount.txt.bz2 B¢
faithwriters.txt.bz2 G4
faithwriters-withcount. txt.bz2 G4
elitehacker. txt.hz2 G4
elitehacker-withcount. txt.bz2 G4
hak5.txt.bz2 B
hak5-withcount.txt.bz2 Bf
alypaa.txt.bz2
alypaa-withcount.txt.bz2 &
facebook-pastebay.txt.bz2 &

facebook-pastebay-withcount.txt.bz2 &

8 Honeypot-Captures

B Leaked-Databases

i Malware

B Permutations

il Software

| WiFi-WPA

El Keyboard-Combinations.txt
[E| Most-Popular-Letter-Passes. tit
[El PHP-Magic-Hashes.txt

E) README.md

[E] SCRABBLE-hackerhouse.tgz
[E| UserPassCombo-Jay.txt
[El bt4-password.txt

[E| cirt-default-passwords. txt
[E| clarkson-university-82.txt
E| darkcode.mxt

E darkweb2017-top10.txt

El darkweb2017-top100.txt
E| darkweb2017-top1000.txt
El darkwebh2017-top10000.txt
E| der-postillon.txt

[E] mssgl-passwords-nanshou-guardicore. ..

Quick rename

Better filenames

Close #291 - Fix encoding issues

rename 's/_[-g’

Close #291 - Fix encoding issues

Add "-" to split up words, moved files since PR accepted
Add "-" to split up words, moved files since PR accepted
Add "-" to split up words, moved files since PR accepted
Adding sha256 magic hash

removes exec. bits

Add scrabble

"Passwords/" Clean up

Close #291 - Fix encoding issues

Fix for #201-%_-» _

Quick rename of files

Close #291 - Fix encoding issues

Add "-" to split up words, moved files since PR accepted
Close #291 - Fix encoding issues

Close #291 - Fix encoding issues

Close #291 - Fix encoding issues

Add worlds-safest-password list by Der Postillon

Add MSSQL from guardicore: labs_campaigns-NanshOu
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Princip pokrocilych metod

1. ZPRACUJ EXISTUJICI HESLA

Frekvencni, syntakticka,

Existujici slovnik Zpracovani = oo icka analyza
hesel hesel znakd, fragmentd, apod.
B

Matematicky model
(pravdépodobnostni matice,

2. VYTVOR JEJICH MODEL gramatika, syntakticky strom,
sémanticky strom, ...)

R Vygenerovana hesla:
Generovani > PE$SWO rd
hesel MyP4ss123
| HellO

3. POUZIJ JEJ PRO TVORBU NOVYCH
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PCFG

e PlUvodni uzivatelska hesla:

pass!word, love@love

» Pravdépodobnostni gramatika (model):

G={M, T, R, S, P}
M= {S, A4, 01}
T = {pass, word, love, @, '}
R(P) = {S - A4d01A4 (100%),
A4 - word (25%) | pass (25%) | love (50%),
01l - @ (50%) | ! (50%)}
S = {5}
e Nové vygenerovana hesla:
Llove! love Llove@pass pass@pass
love@love love@word pass@word
pass!love Llove@pass word!pass
pass@love love@word word!word
word! love pass!pass word@pass
word@love pass!word word@word
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Vyhody PCFG

* Kazdé mozné heslo ma pravdepodobnost

* MUzeme vygenerovat n nejpravdépodobnéjsich hesel

/7

— |lepsi cileni utoku!
MySpace:

16000

* Vyssi uspesnost pri
VkaOU§en|, St@]ﬂéhO S R Terminal

Probability

poctu hesel 3
E 10000 = John the
* Nemusim zkouset vse, g 8000 //' e
abych dosahl uspéchu g 6000 / ________ o

Bruteforce*

*Bruteforce uses
0 100 200 300 Markov Models

Number of Guesses {(Millions)

Weir, Matt, et al. "Password cracking using probabilistic context-free
grammars." 2009 30th IEEE Symposium on Security and Privacy. IEEE, 2009.
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Pozvanka na DEMO

* Jak vypada gramatika vytvorena ze slovniku?
* Jaka hesla z ni vytvorime?

* Jak hesla zaroven generovat a zkouset?

* Jak hesla generovat paralelne?

 Jak ulohu chytre rozdélit na vice uzlu?

* Jak muzeme integrovat PCFG do systému Fitcrack?

To vam ukaze skupina Fitcrack v ramci demonstrace
"Pokrocilé metody lamani hesel”
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Dotazy?



Pokrocilé vs. tradicni metody

* Slovnikovy utok
- Omezeny pocet hesel
- Nutnost presné shody — Co neni ve slovniku, nevyzkousime

* Utok hrubou silou
- Klasicka verze nezohlednuje predchozi znalosti o heslech
- Prilis velky pocet hesel
- Slozity algoritmus + netrivialni heslo —» neprijatelné trvani

PCEG nes s fit
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