Bod. 11 Detekce routeru a problémy

Konfigurace IPv6 uzlu:

Staticka

o PIné staticka, onlink prefix a router napevno
doporucCeno pro servery, aktivni prvky

o Pouze adresa + prefix, detekce routeru z RA
(problém onlink prefixu)

Dynamicka

o Automaticka bezestavova (SLAAC), detekce
routeru z RA

o Automaticka stavova (DHCPvG), detekce routeru
z RA
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Jak funguje detekce routeru?

Soucast protokolu Neighbor Discovery (RFC4861,

97 stran): RS, RA, NS, NA, Redirect

o IPv4 ARP, RDISC a ICMP Redirect

Vice cilu:

o Ziskat prefix(y) lokalni sité (pro vygenerovani automaticke
adresy) a jejich parametr(y)

o Ziskat adresu(y) routeru pro lokalni sit

o Ziskat parametry pro automatickou konfiguraci: M,QO flag,
hop limit, MTU

o RFC 5006 doplriuje adresu RDNS (rekurzivniho DNS)
0 REC XXXX (5006bis) doplnuje DNS search list
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http://tools.ietf.org/html/rfc4861
http://tools.ietf.org/html/rfc5006
http://tools.ietf.org/id/draft-ietf-6man-dns-options-bis-03.txt

Jak funguje detekce routeru?
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Uzel vysle ICMPvV6 paket Router Solicitation (vyzadani
routeru) na multicast adresu all-routers (FF02::2)

VSechny smerovace v siti odpovi paketem Router
Advertisement (inzerce routeru) bud na unicast link-local
adresu nebo na all-nodes (FF02::1)

o Relying on unauthenticated broadcast packet to determine
where host should send traffic to

o Hacking all WS 2008 & Vista in zero-time (viz MS10-009)
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Jak funguje detekce routeru?

2o RA je volitelné, musi byt na routeru zapnuté
o Klient muze RA ignorovat (obvykle pfijima)
o Router muze inzerovat vice IPv6 prefixu, kazdy
muze mit jiné parametry:
On-link=0/1 (lokalni sité, Ize posilat primo)
On-link Valid lifetime (0-inf)

Auto=0/1 — Ize pouzit pro automatickou konfiguraci
(SLAAC)

Auto Preferred lifetime (0-inf)
o Router se muze zrusit (router lifetime=0)

problém kontroly platnosti — obvykle nevadi jina MAC
adresa (zdrojova LLA musi byt stejna)
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Co s tim?

Uzel shrnuje vSechny prijate informace:

o Link-local adresy (LLA) platnych routert ulozi do
seznamu implicitnich routeru (s asem platnosti)

o Pokud je Cas platnosti 0, zrusi router v seznamu

0 Uzel musi udrzovat minimalne dvouprvkovy
seznam (doporuceno vice)
co kdyz pretecCe?
o Inzerované prefixy s nenulovym Casem platnostsi
ulozi do seznamu prefixt (onlink, auto), ostatni
vyhodi

pro kazdy Auto=1 vygeneruje bezestavovou adresu
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Vyber routeru
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Dostupnost routeru je ovérovana pomoci ND/NUD
Preferovany jsou ty, u nichz je dostupnost overena
Pokud je jich vice, je doporuceno round-robin
Reakce na vypadek — 5 az 38 sekund
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Co kdyz router neni?
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RFC 2461 5.2: The sender performs a longest prefix
match against the Prefix List to determine whether
the packet's destination is on- or off-link. If the
destination is on-link, the next-hop address is the
same as the packet's destination address.
Otherwise, the sender selects a router from the
Default Router List. If the Default Router List is
empty, the sender assumes that the destination
is on-link. (zruseno v RFC4861)
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http://tools.ietf.org/html/rfc2461
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= Roque IPv6 Router Advertisement Problem
Statement (draft RFC, verze 01 z 7.6.2010)
o Chyba spravce (napr. Spatné nastavena VLAN)
o Chyba uzivatele (NB s Win/ICS jako 6to4 gateway)
o Zamérné podvrzeni (hacker)
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http://tools.ietf.org/html/draft-chown-v6ops-rogue-ra
http://tools.ietf.org/html/draft-chown-v6ops-rogue-ra

Co s tim?
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Staticka konfigurace:
Urcité u aktivnich prvkd a serverd!
Neni realna u NB, prenosnych zarizeni
VétSinou neni realna u klientskych PC

Router Preference Option (RFC4191)

ACL na L2 prvcich

RA snooping, RA guard

Monitorovani a obrana (rafixd, ramond, ndpmon)
Paketove filtry u klientu (zahazovat neplatné RA)
Doplnéni default router/prefix do DHCPv6

SeND (RFC3971)
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http://tools.ietf.org/html/rfc4191
http://tools.ietf.org/html/rfc3971

Router Preterence Option (RFC4191)

Dopliuje do parametru RA preferenci routeru a novy
option Route Information s preferenci:

o 01 High
o 00 Medium (default)

o 11 Low
o 10 Reserved - MUST NOT be sent

When a type B (rozumi pref v RA) host does next-hop
determination and consults its Default Router List, it
primarily prefers reachable routers over non-reachable
rOtIJters and secondarily uses the router preference
values

Type C (rozumi Route Info) hosts use a Routing Table
instead of a Default Router List. Entries in the Routing
Table have a prefix, prefix length, preference value,
lifetime, and next-hop router. Type C hosts use both the
Default Router Preference value in the Router
Advertisement header and Route Information Options.
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Konﬁgurace preference routeru

Rtadvd (rtadvd.conf):
ethO:raflags#136: (M flag=128+High=8)

HP E-Series (ProCurve) — neumi

AP A-Series (H3C/3COM ComWare) — neumi
Dell 8024F — neumi

Extreme Networks (XOS 12.4) — neumi

Cisco
1Ipv6 nd router-preference high/medium/low

Dalsi?
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ACL na .2 prvcich

Je treba filtrovat neplatné RA a DHCPvVv6 Reply:
a) podle MAC adresy routeru nebo
b) podle link-local adresy routeru (relay) nebo

ALl

c) podle portu (nejpraktictéjsi)
Source MAC (a), Source IPv6 (b), Any (c)
Destination IPv6 (FF02::1, FE80::/64)
Next Header = 58 (ICMPv6) nebo 17 (UDP)
ICMPV6 Type = 134, ICMPv6 Code =0
UDP source port = 547, dest port = 546
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HP E-series K.14. XX

1Ipv6 access-list block-ra-dhcp
10 deny 1cmp any any 134 O
20 deny udp any eq 547 fe80::/64 eq 546
30 permit 1pv6 any any
exit
interface 1-44
Ipv6 access-group block-ra-dhcp in
exit
show statistics aclv6 block-ra-dhcp port 20
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HP A-Series (H3C)

acl 1pv6 number 3000 name block-ra-dhcp
rule 10 deny i1cmpv6 icmpv6-type router-advertisement

rule 20 deny udp destination fe80::/64 destination-port
eq 546 source-port eq 547

quit
traffic behavior b brd
filter deny
quit
traffic classifier c brd
if-match acl 1pv6 3000
quit
qos policy p_brd
classiftier c _brd behavior b brd
quit
interface GigabitEthernet 1/0/20
qos apply policy p brd 1nbound
quit
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RA snooping

L2 prvky standardnée podporuji DHCP snooping
(blokovani podvrzenych DHCP odpovedi)

RA snooping bude logicky taky Casem doplnen
IPv6 RA quard — draft RFC (verze 06 z 17.6.2010)

o Bezestavoveé — jako ACL/RA snooping s definici:
povolené/zakazané LLA adresy RA
povolené/zakazané porty prijimajici RA

o Cisco: inteface fastethernet 0/0
Ipv6 nd raguard

povolené/zakazané prefixy (tohle obvykle v HW ACL nejde)

o Stavové:
Autodetekce — detekuje routery, pak prejde do filtrovani

SeND based - validuje RA a pousti jen validované (problém
patentu Cisco 20080307516)
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http://tools.ietf.org/html/draft-ietf-v6ops-ra-guard-05

Monitorovani a obrana

Ndpmon - htip://ndpmon.sourceforge.net/
o Monitoruje ICMPvV6 (*BSD, Linux)
o Konfigurace v XML

o Detekuje:
Nové uzly (IPv6 adresy)
Zmény adres, DAD
Podvrzeni adresy (NS/NA)
Podvrzeny router (MAC, IP, prefix)
Router redirect

o Problemy:
Hlaseni nejsou konfigurovatelné
Prace s paméti (schazejici free)
Konfigurace se obCas prepise
Jen jeden interface
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http://ndpmon.sourceforge.net/

Rafixd

Rafixd — KAME projekt
o http://www.kame.net/dev/cvsweb?2.cgi/kame/kame/kame/rafixd/
o hitp://github.com/stratig/rafixd (upraveny pro Linux)

o Jednoucelovy, pouze monitoruje (v debug) a odinzeruje zadany
prefix (Ize na vice if):
rafixd —f -D —p 2002::/16 ethO
recv_ra: Jun/07/2010 16:37:39 received a packet from
fe80: :a6ba:dbff:fe6d:9al11%em0 to FFO2: on emO

recv_ra: Jun/07/2010 16:37:39 RA prefix:
2001:718:802:808::/64

recv_ra: Jun/07/2010 18:53:26 RA prefix:
2002:93e5:8fa:1::/64

recv_ra: Jun/07/2010 18:53:26 received a bogus prefix
2002:93e5:8fa:1::/764 from fe80::230:48ff:fed6:7d0a%emO

add_router: Jun/07/2010 18:53:26 added a bogus router
fe80::230:48Ff:fed6:7d0a on em0 expiring in 1344msec

purge router: Jun/07/2010 18:53:28 sent a purge packet on
emO, len = 70
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http://www.kame.net/dev/cvsweb2.cgi/kame/kame/kame/rafixd/
http://github.com/strattg/rafixd

Ramond

Ramond-0.4 — zalozen na rafixd
o Monitoruje jen RA
2 Umi vice interface

o Na neplatné routery reaguje RA s nulovou
platnosti (clear)

0 Vyzaduje apr-1 a libxml2
o Konfigurace v XML, podobna ndpmon
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Funguje skutecne?

NOTE: while this utility appears to work as
described (sending a RA with lifetime=0 for the
router), it does not appear to make a real effect on
Windows XP or Linux stations...

_/rab ethO fe80::230:48ff:fed6:7d0a
2002:93e5:08fFa:1::/764 1500

Linux: netstat —A inet6 —r (BSD netstat —rn6)

*/0 te80::230:48ff:fed6:7d0a UGDA 1024 ethO

o vzapeti zmizela, funguje OK

ipconfig/all (Win XP, Vista, Win7)

Default Gateway...fe80::230:48ff:fed6:7d0a%l10
o taky zmizela, funguje OK

ALE: zustala nakonfigurovana SLAAC adresa
(lifetime infinite)!
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Monitorovani a obrana

Proc tak slozite?

tcpdump -n -1 ethO dst host ff02::1 |
grep "router advertisement" | grep —v
LL-adresa-routeru
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Scapy (Python + IP protokoly)

Generuje, dekodduje cokoli, Ize pouzit interaktivne:

>>> p=IPv6(dst=""ns.cesnet.cz")/ UDP()/ DNS(rd=1,
qd=DNSQR(gnhame=""www.cesnet.cz'"))

>>> P

<IPv6 nh=UDP dst=<Net6 ns.cesnet.cz> |<UDP
sport=domain |<DNS rd=1 gd=<DNSQR
gname="www.cesnet.cz" |> [|>>>

>>> p.show()

>>> srl(p) odeslat/pfijmout odpovéd

<IPv6 version=6L tc=0L fI=0L plen=253 nh=UDP hlim=61
src=2001:718:1:1::2 dst=2001:718:802:8b0::93e5:b013
|<UDP sport=domain dport=domain len=253
chksum=0x50fc |<DNS 1d=0 qgr=1L opcode=QUERY aa=1L
tc=0L rd=1L ra=1L z=0L rcode=ok qgdcount=1 ancount=1

nscount=3 arcount=6 qd=<DNSQR gname="www.cesnet.cz.

qtype=A gclass=IN |> an=<DNSRR
rrname="www.cesnet.cz." type=A rclass=IN ttl=86400
rdata="195.113.144_.230" |> ...
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Vygenerovani RA

>>> fam,mac = get_1f_raw_hwaddr(conf.i1face)

>>> p=Ether(Q/I1Pv6()/1CMPV6ND_RA()/
ICMPVGNDOptPrefixInfo(prefix="2002:93e5:c010:1::",
prefixlen=64)/1CMPVv6NDOptSrcLLAddr(lladdr=mac)

>>> p

<Ether type=0x86dd [|<IPv6 nh=ICMPv6 hlim=255
dst=ff02::1 |<ICMPVv6ND RA |<ICMPVGNDOptPrefixInfo
prefixlen=64 prefi1x=2002:93e5:c010:1:: [6to4 GW:

147.229.192.16] |<ICMPv6NDOptSrcLLAddr
11addr=00:30:48:d6:ad:54 |>>>>>

>>> sendp(p, loop=1, inter=60)

Odinzerovani routeru:

>>> send(1Pv6(src=router_Illa)/
ICMPVEND_RA(routerlifetime=0), loop=0, iInter=0)

IPv6@CESNET 17.6.2010 22



Poor man rafixd

#1/usr/local/bin/python
from scapy.all import *
def ra_monitor_callback(pkt):
1T ICMPVGND RA 1n pkt and ICMPVGNDOptPrefixInfo in pkt
and pkt[ ICMPv6NDOptPrefixInfo].prefix[0:4] == "2002":
send(IPv6(src=pkt[IPv6].src)/
ICMPV6GND RA(routerlifetime=0) )
u = pkt.sprintf("" rogue %Ether.src% %IPv6.srch% >
%1PV6.dsth
%1CMPVEND RA.routerlifetime%')
return time.asctime() + u

sniff(prn=ra_monitor_callback,
filter="dst host ff02::1", store=0, i1face="eth0")
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Doplnéni default router do DHCPv6

Default Router and Prefix Advertisement Options for
DHCPV6
o Draft RFC z 2.3.2009, expirovany

Nezapada do automaticke konfigurace, nelze
oCekavat akceptaci (bylo vypusténo zamerne)

Diskuse RA x DHCPv6, we will see iff

RFC 5006 gets widely accepted (or not).

DHCPV6 supports default route + prefix lengths (or not).
SLAAC gets widely accepted (or not).

Mac OS X supports DHCPVG (or not).

RA Guard is widely implemented.

DHCPvV6 Snooping is widely implemented.

SeND gets widely accepted (or not).

o 0O 0 0 0 0 o
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